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SUMMARY 
 
This paper discusses the ATN Security Services and the lack of technical provisions for 
AIDC to meet them.  It also recommends that WGN add a work item to address AIDC 
security services. 
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1 Introduction 
 
The Air Traffic Services (ATS) Interfacility Data Communications (AIDC) application is 
used to exchange Air Traffic Control (ATC) information between ATS Units (ATSUs).  
This information includes notification of flights approaching a Flight Information Region 
(FIR) boundary, notification of boundary conditions, transfer of control of a flight, and 
transfer of communications authority for a flight.  The AIDC application may be used in 
conjunction with the air-ground applications specified in Sub-Volume II (e.g., Context 
Management (CM), Controller-Pilot Data Link Communication (CPDLC), Automatic 
Dependent Surveillance (ADS)) or it may be used alone. 
 
The security requirements of the AIDC application were not addressed specifically 
during the development of the ATN Security Solution.  Edition 3 of Doc 9705 contains 
no provisions for how the AIDC application specified in Sub-Volume III is to meet the 
high-level security requirements levied on it by Sub-Volume VIII.  However, Sub-
Volume VIII is also vague with respect to its requirements for AIDC.  This paper will 
discuss the current situation concerning the requirements in Sub-Volumes III, IV, and 
VIII.  This paper will also make recommendations for addressing the whether or not 
AIDC has specific security requirements that should be addressed and how to address 
them in the context of the existing framework of Sub-Volumes III, IV, and VIII. 
 

2 Discussion 
 
Sub-Volume III specifies requirements and recommendations for two ground-ground 
applications – ATS Message Handling Services (ATSMHS or AMHS) and AIDC.  Sub-
Volume VIII contains specific provisions for adding security to ATSMHS.  Sub-Volume 
VIII contains only generic provisions for adding security to other ground-ground 
applications; it does not explicitly mention AIDC at all. 
 
AIDC specifies its user requirements, Application Service Element (ASE) requirements, 
upper layer control function, and supporting communications requirements in one Sub-
Volume.  The air-ground applications specify user and ASE requirements, but they take 
advantage of the services specified in Sub-Volume IV for the Upper Layer 
Communication Service (ULCS).  Since AIDC has its own control function specification, 
it cannot take advantage of the security solution presented in Sub-Volume IV. 
 
Section 8.3 specifies security frameworks for the ULCS, AMHS, and the Internet 
Communication Service.   Section 8.3 also specifies high-level requirements for the ATN 
Security Services for ATN end systems and ATN intermediate systems.  No exclusion is 
made for AIDC; therefore, these provisions should apply to AIDC as well. 
 
Section 8.3.1.6.2.1 provides only authentication, via an asymmetric solution, for the 
ground-ground applications other than AMHS in Sub-Volume III.  Necessarily, this is 
AIDC only.  Given the services of AIDC and the method of implementing those services 
(e.g., long-lived application associations), an asymmetric solution may not be an 
appropriate requirement. 
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The System Security Object (SSO) specified in 8.6 is limited to the context of the 
Security Application System Object (SASO) specified in Sub-Volume IV.  However, 
given the similarities of the Upper Layer Architecture between the ULCS and AIDC, this 
may be an unnecessary restriction. 
 
Section 3.2 currently contains no provisions for the ATN Security Services.  From a 
consistency point-of-view, this is not a problem.  However, should one decide to support 
security with AIDC, one has no technical provisions for conforming the high-level 
requirements of Section 8.3. 
 

3 Recommendations 
 
WGN should investigate the need to secure the services provided by AIDC.  Should the 
need to secure these services be confirmed, WGN should address the security 
requirements of AIDC (e.g., authentication, symmetric vs. asymmetric solution, 
confidentiality) and should pursue the specification of technical provisions for the AIDC 
security requirements.  In preparing the technical provisions, WGN should consider the 
following options. 
 
1.  Are there any existing implementations of AIDC for any of the Editions of Doc 9705?  
If there are not, WGN may take the opportunity to simply the AIDC control function 
specification by using the ULCS.  With this approach, the SASO and SSO would require 
some modification, but the security specifications will be centralized. 
 
2.  If the ULCS cannot be used for AIDC, an AIDC-specific SASO will be required.  
WGN should then investigate whether the SSO specified in Sub-Volume VIII can be 
applied to the AIDC-SASO context as well as the ULCS-SASO context.  If not, then an 
AIDC-SASO-specific SSO will be required. 
 
3.  Should AIDC be limited to using an asymmetrical security solution to provide 
authentication given the longer ACSE associations that it uses?  The ground-ground 
requirement in Sub-Volume VIII seems more appropriately limited to the ground-ground 
portions of the air-ground applications specified in Sub-Volume II. 
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